Agency –Level Internal Control Assessment

Process or Transaction-Level Control Activity Assessment

Exhibit 41:  SPAHRS Security


	

	This Control Implemented and Operating Effectively
	Agree/Disagree
	Comments

	1. The agency has implemented procedures governing the levels of security requested and assigned appropriate employee access to SPAHRS.
	    FORMDROPDOWN 

	      

	2. Access to SPAHRS is limited to individuals who need the access to perform their job responsibilities.
	    FORMDROPDOWN 

	     

	3. The agency has assigned a SPAHRS Security Contact.
	    FORMDROPDOWN 

	     

	4. The SPAHRS Security Contact is responsible for the comprehensive system of internal control over SPAHRS access.
	    FORMDROPDOWN 

	     

	5. The agency SPAHRS Security contact verifies the appropriateness of security actions and levels prior to the submission of the SPAHRS Security User Profile Maintenance form to MMRS.
	    FORMDROPDOWN 

	     

	6. The agency requires the timely submission of requests to delete access for terminated/transferred employees so as to safeguard the assets of the State.
	    FORMDROPDOWN 

	     

	7. All copies of the SPAHRS Security User Profile/Maintenance form and agency Security reports are maintained by the agency for audit purposes.
	    FORMDROPDOWN 

	     

	8. The agency responds timely to the quarterly distribution of the security verification report, noting required changes or acceptance of existing security.
	    FORMDROPDOWN 

	     

	9. The agency has policies in place to ensure that Individuals with salary and time attendance access do not have access to functions in SPAHRS.
	    FORMDROPDOWN 

	     

	Conclusions Reached and Actions Needed:
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